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Safety warnings

The device meets the requirements of standards valid in the Czech Republic, has
undergone live testing and is delivered in operational condition. To maintain the
device in this condition, it is necessary to observe the safety and device maintenance
requirements set forth below.

Improper use of the device may breach the safety protections provided by the
manufacturer!

The power socket or point of disconnecting the device from power supply must be
freely accessible! The device must not be used, particularly if:

= It is visible damaged.

m It does not work properly.

m  There are loose parts inside the device.

= It was exposed to long-term humidity or got wet.

» It underwent unqualified repairs by unauthorized personnel.
=  The power adapter or its supply cable are visible damaged.

=  The manufacturer is only responsible for the device if it is being powered by an
approved or supplied power source.

The manufacturer is liable for the device only if it is powered by the supplied or
approved power source.

If you experience any difficulties with installing or starting up the device, please don't
hesitate to reach out to our technical support team for assistance.

HW group s.r.o.
http://www.hw-group.com

email: support@HWg.cz

Rumunska 26/122
Prague, 120 00
Phone: +420 222 511 918

Before contacting technical support, prepare a precise model of your device (on the
manufacturing label and the firmware version (see below), if you know it.

HW-group.com
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WLD2 product usage scheme
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WLD2 functionality

Quad leak detector with WiFi and Ethernet

WLD2 is a LAN based WLD (Water Leak Detection) device with 4 external independent
zones of WLD sensing cables. WLD2 can indicate water flooding along the entire
length of WLD sensing cable for each zone. It is a standalone monitoring device with
built-in web server, SNMP and email support (SMTP).

To detect even a few drops of liquids, it uses external WLD sensing cables Type A or
B. With braided liquid-absorbing cables, it is possible to detect even condensation
from A/C pipes or water leaks in general. It's sensitive to water, ethylene glycol or
other conductive liquid. Disconnected or damaged WLD sensing cable is also detected
for each zone.

With WiFi connectivity, WLD2 can be installed in hard-to-reach locations. In case of
flooding, it can send an alert via email, SNMP trap, or SMS/Voice Call (using external
SMS gateway device).

WLD2 can be connected to any SensDesk Technology based portal (HWg-Push
protocol). WLD2 can be used as a standalone monitoring system thanks to SNMP and
SNMP Trap support.

WLD2 can indicate water flooding by switching a remote output (e.g. a relay) over the
network (Box-2-Box mode with a Poseidon2 or Damocles2 unit), independently for
each WLD sensing zone.

Connection cable

Terminator

=
—— Prolong cable
@

WLD zones,
max. 185 m each
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Usage examples

Data centers with raised floors
Server rooms and electrical closets
Utility substations/ Telecom base stations
Industrial/production facilities
Storage rooms with various goods
Wooden constructions

Hotels

Water heaters and boilers

Ceilings and roofs

HVAC systems

Basements and crawl spaces
Restrooms and bathrooms
Laundry rooms

Kitchen and break rooms

Archives and libraries

Showrooms and exhibitions

Basic features

4 independent WLD sensing zones (up to 185m each), each with separate
alerts

Connectivity: LAN (Ethernet with PoE) and WiFi
Built-in web server for device configuration and status monitoring
WLD2 zone signals state: OK / Flooded / Sensing cable disconnected.

In a standalone mode, WLD2 can send flooding alerts via standard e-mail or
SNMP trap.

SMS and Voice Calls are available with an external device SMS-GW or external
Portal (SensDesk Technology)

Detected water leaks along the entire length of the WLD cable can activate a
relay output on remote (LAN) Perseus, Poseidon2 or Damocles2 units via LAN

Powered over POE or via an external adapter.
Simple installation with DHCP auto-configuration.
WLD2 can be easily mounted on a wall or in a 19" cabinet.

Wide range of accessories
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Connectors and indicators

Led Indicators
Link - green LED indicates an active network connection.

Activity- yellow LED and flashing green LED indicates ongoing communication over
the wired network connection.

WiFi- blue LED indicates an active connection to a WiFi Access Point. While
establishing the connection, flashing LED indicates status.

WLD LED- 4 red LEDs above the connectors for the sensing cable. When lit, the
respective circuit is in alarm mode—either liquid is detected, or the cable is
disconnected.

Reset Button

Pressing this button resets the device to factory defaults. Turn the device off. Press
and hold the button. Turn the device on and hold the button for another 5 seconds.
All LEDs light up in sequence. Turn the device on again, factory defaults are restored.

Connectors

Ethernet - for a wired internet connection in case of Power WIFi
LAN operation, or for initial configuration in case of WiFi ~
operation. It can be used to power the device via PoE o=

herne
(Power over Ethernet). Ethernet

WLD1 - WLD4 - connecting to 4 WLD sensing cables.

Power - connector for a 5V power supply if the device
is powered by an external adapter.

WLD sensing cable

9O [

WLD1 WLD2 WLD3 WLD4
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ZONES: What They Are and How to Use Them

Water leak detection with the WLD2 depends on the connected sensing cable, which
is an essential component of the whole product line.

Operation is not possible without connected external WLD Sensing cable.

What is a zone?
A zone is an independently monitored area composed of:

= WLD-Sensing cable A or B
= Connection cable
= Optional prolong cable (2m or 5m)

= With a terminator at the end

185m

Connection
cable

Sensing Prolong
cable cable

Sensing
cable

All cables are interconnected, starting with the connection cable, and are connected
to a single input of the WLD2 device via the green terminal block.

Each zone operates as a distinct, monitored pathway for detecting the presence of
water. WLD2 can support up to four zones, allowing separate areas of a facility to be
monitored independently and simultaneously.

Creating and Extending Zones

You can mix and match sensing and prolong cables to create custom zones, providing
long-range coverage with modular flexibility, optimizing the overall installation length.
Each sensing zone can be extended up to 185 meters.

Plug-and-play setup simplifies the entire cable connection process, allowing the use of
mixable cable lengths.
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Several water sensing segments in one Zone

A cost-effective solution for monitoring long distances. Water is detected only in areas
where leaks are likely to occur, while non-sensing (prolong) cable is used to bridge
dry areas and extend the total length of the zone as needed.

Several Zones for independent Alerting

WLD2 supports up to 4 independent zones for each green terminal block input. Each
detection zone can be configured to notify different responsible personnel. Multiple
zones enable coverage of larger or segmented protected areas.

185m 185m

Terminator WLD sensing cable WLD sensing cable Terminator
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Technical parameters

Interface

RJ45 (10/100BASE-T)

Supported protocols

SNMP, SNMP Trap, DHCP, HTTP, HTTPS,
SMTP, SMTP TLS, XML

Supported standards

802.11 b/g/n

Frequency 2,4GHz

Output +19.5 dBm output power in 802.11b
mode / +16 dBm for 802.11n

Security WEP / WPA / WPA2 PSK / WPA2 TSK / WPS

Antenna connector

SMA female

External sensors (WLD sensing cables
Number/Connectors

4 zones: WLD1, WLD2, WLD3, WLD4

Connector

Terminal block

Sensor states

0 = OK, 1 = Flooded, 2 = Cable
damaged/disconnected

Sensing cable length

Each single area is max 185m (with non-
sensing prolong cable included).

Cable extension

Sensing cable can be extended with a
prolong cable, 185m in total per area.

Power supply
Power voltage

5V /250 mA

Connector

Jack @ 3.5x1.35/10 [mm]

PoE

RJ45 - IEEE 802.3af Class 0

Other parameters
Operating temperature

-30°C to 80°C / 0%RH + 100%RH

Dimensions/weight

67 x 31 x 69 mm [WxHxD]/ 151 g

EMC
Elmag. radiation

CE/ FCC Part 15, Class B

Elmag. compatibility

EN 55022, EN 55024, EN 61000

to the user.

The device is designed to be used at a minimum distance of more than 20 cm respect

HW-group.com
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WiFi Radio

Descriptic [ O || Wi -m-m

Input frequency 2412 2484

Output power of PA for 72.2 Mbps 13 14 15 dBm
Output power of PA for 11b mode 19,5 20 20,5 dBm
DSSS, 1 Mbps - -98 - dBm
CCK, 11 Mbps - -91 - dBm
OFDM, 6 Mbps - -93 - dBm
OFDM, 54 Mbps - -75 - dBm
HT20, MCSO - -93 - dBm
HT20, MCS7 - -73 - dBm
HT40, MCSO - -90 - dBm
HT40, MCS7 - -70 - dBm
MCS32 - -89 - dBm
OFDM, 6Mbps 37 dB
OFDM, 54Mbps 21 dB
HT20, MCSO 37 dB
HT20, MCS7 20 dB

WiFi signal strength

WiFi is a radio signal, and it has limitations in reach given firstly by the transmission
output and by the quality and shape of the antennas. Signal strength is indicated in
decibels per milliwatt of output (dBm), often (incorrectly) simplified to “dB”. Signal
strength has a negative value, and it applies that the lower the value (a higher number
after the negative sign), the worse.

The decibel unit is non-dimensional and expresses the logarithm of a ratio of two
values. In our case, it is the ratio of received output to an etalon of 1 mW:

dBm =10 * log,, 5 n;W

This means that if you have a signal of -54 dBm, it is higher (better) than a
value of -82 dBm.
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Mechanical dimensions of WLD2 device.

The device is housed in a metal enclosure with options for various mounting methods,
such as on a DIN rail, in a rack, or on a wall.

62,3 mm

Power WiFi
sV o
O o
Reset

31,0 mm

Ethemnet

69,1 mm
658 mm

53,5 mm

67,3 mm
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WLD sensing cables

The WLD2 device can detect water leakage only when connected to a sensing cable.

The WLD sensing cables is an integral part of the Water Leak Detection system. It
provides easy installation and long-term reliability. Conductive liquids can be detected
along the entire length of the sensing cable, and even a few drops of water are
enough to trigger an alarm.

The WLD sensing cables from HW group is a unique solution with:

= No bend limit
= No grip limit
= No twist limit

= No reuse limit

Difference between WLD-Sensing cable A & B

WLD-8Sensing cable A

/ N
No bend
g 6 mm ‘Qg' limit
N
Nylon — multi-filament — Nylon - raw structure, Electrical a No twist
holds water, but dries easily does nat hold moisture conductor n@m limit
WLD-Sensing cable B
a No grip
/] limit
g 3,2 mm S
\
Polyester - multi-filament - Nylon - raw structure, Electrical No reuse
holds water, but dries easily does not hold moisture conductor limit
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WLD sensing cables types

Type A Type B

Sensing cable diameter (9) 6 mm 3,2 mm
Cable braiding material Nylon multi-filament Polyester multi-filament
Bending Angle limit None None
Sensing cable length options 2m / 10m / 50m 2m /5m / 10m / 50m
Water Leak Detection Entire length of the sensing cable
WLD Zone max length 185m (with extension cable included)
0=0K
Zone states 1=Flooded
2=Cable disconnected
Connector 2-pin (locking connector)
Detection Media Conductive liquid
Reaction time 0.5 - 5 seconds
Water Location (distance) No
Operating Environment -10°C to 60 °C

Cable to connect to device
(terminator included)

Extension (Non-sensing) cable| WLD-Extension cable AB 5m

WLD-Connecting cable AB 2m
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WLD Sensing cable options

WLD-Sensing cableA-2m / 10m / 50m
The WLD Sensing Cable Type A is a sensor cable used to detect the
presence of any conductive liquid. The liquid is detected along the
entire length of the WLD sensing cable, allowing an extended area to
be monitored at once.

The cable can be routed under floors in data centres, along walls, or wrapped around
pipes.

Even a very small amount of conductive liquid, such as water or ethylene glycol, can
trigger an alarm. The sensing cable is an essential component of the WLD system.

WLD-Sensing cableB-2m / 5m/ 10m / 50m
The WLD Sensing Cable Type B is similar to Type A but has a
smaller diameter. It also detects even a few drops of water along
the entire length of the sensing cable, up to a maximum total length
of 185 m.

In the event of water leakage or flooding, every minute counts. Early warning can
help prevent significant damage and reduce costs. Long-term reliability of the entire
system is essential.

WLD-Connecting cable AB -2 m
The WLD Connecting Cable AB does not detect water. It is used to
connect the WLD sensing cable to the WLD device.

; The WLD Connecting Cable AB includes a green 2-pin terminal block,
¥ 32 m cable, and a terminator.

WLD-Extension cable AB-5m
__ =N The WLD Extension Cable AB is a 5 m non-sensitive extension cable
(" \);, for the WLD system.

It is used to extend the WLD monitoring area, or zone, without adding
sensing capability.
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WLD2 first steps

WLD sensing cable connection (up to 4)

= Connect the connection cable to the green terminal block.

= Connect the sensing cable to the connection cable and add a terminator to the
end.

=  Or add a combination of prolong and sensing cables to the connection cable in any
order, up to a total length of 185 meters with a terminator at the end.

Ethernet connections

= Connect the device to the Ethernet (direct cable to the switch, crossed to PC).

= Connect the power adapter to the grid and connect it to the device power supply
connector.

=  The green LED in the Power & Mode RJ45 connector will light up.

» If connection to the Ethernet is functional, the LINK (yellow) LED should light
up shortly afterwards and switch off during data transfer to the Ethernet (Activity
signalization).
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Setting of the IP address - HWg-Config

The program can be downloaded at www.hw-group.com/software/hwgqg-config-
udp-config

= Click on the icon to launch the HWg-Config program - the program automatically
searches for connected devices.

= launch the search by clicking on the Find Devices icon.

= The program searches for devices in your local network. Click on the MAC address of
the device to open the dialogue window for device setting

..*5,. HWg-Cenfig 1.1.1 for HW group products (www.hw-group.com) - O *
T Your PC netwark, seftings
Werzion: H'wW group, z.r.o 2 dbolt..
; St IP address: 192.168.101.72
H lIJ roup 111 www_hw-group.com
g Netmask: 255,255,252
wunt HUWb-group-com ok ity for the Hyw! group devices Gateway: 1921651001 ﬁ Find Devices
Device list:
AT Mame =P Device type Fort Parameters
000463051041  WIDZ2 53051041 1592168.101.148 'WLD2 -Eth a0 TCF zetup=, DHCP=Y
£ >
Searching modules... 51 device(s) found on network, 1 device(s) filtered and displayed  Filter |WLD2 - Eth K
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Set device network parameters:
m [P address/HTTP port (80 by default)

= Your network mask
m [P address of your network gateway

m  Device name (optional parameter)

Details =
Name: IP address=s: Paort:
[wLD2 53051041 | [192.188.101.144DHCF] :

Enable DHCP
42 Open in“WEB Browser

b azk: b
2052852520 [DHCF) |EII:I:D.-'1'-.:EEI:EI5:'I 41 |
G atewan: Fus werzion:
192.168.100.1 [DHCP)| (1.3 |
Ernable IF accezsz filker ﬁjig: t‘fi 5] |
- EX
DHCF:
0.0.0.0 | Supported |
oo Enable MHWT
Enable TCP setup Open

Default values o
Enable TEA authorization

Load defaults

Check if new IP addrezz iz empty

E K Cancel ; 3 Apply changes

Ready

Save the settings by Apply Changes.

Note: The device provides two options for restoring the default settings:

1) In HWg-Config, right-click the device’s MAC address and select Load default
values.
Note: The default values can be restored from HWg-Config only during the first 60
seconds after the device is powered on.

2) Power off the device. Press and hold the RESET button, then connect the power
adapter. Keep holding the button for at least 5 seconds, until all LEDs light up.
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Device built-in web server
Options for opening device interface:

m  Enter the device IP address in the browser window or click on the underlined IP

address in the HWg-Config application.

wr HWg-Config 1.1.1 for HW group products (www.hw-group.com) = O X
Your PC network settings
Version: Hw/ gr ? About...
San: JIoUp.210: IP address: 192.168.101.72
H llJ rou 21 www_hw-group_.com
9 p Netmask:  255.255.252.0
savenzHtl-group.com Config utility for the HwW group devices Gateway: 192.165.100.1 ﬁ Find Devices
Device list:
MAC Name =P Device type Port Parameters
100:04:59:05:00:41 | WLD25305-1041 /192 168 107 *#n A ma G O up=N, DHCP=Y
Show detail settings of device...
Open in WEB Browser (port 80)
Open TCP Setup (port 99)
Download device configuration...
Upload device configuration...
Load default values
Export Devices...
< >
Ready Filter WLD2 - Eth ~

WLD2 device discovery (iPhone / MAC)

The HWg-Config is not available for iPhone or Mac computers.

On iOS, you can use the HWg Monitor mobile application, which includes the HWg
Device Discovery feature. This feature automatically finds the WLD2 device on the

local network.

@® O @ HWG monitor

Summary  Devices  Sensors
Davice discovery
Settings
General
Cloud data sources

HWg device discovery

Direct data sources

HWg device discovery

wLD2

HW-group.com
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WWW interface

Home tab

HLW5ww

OwLp2

HOME  GENERAL SETUP ~ SECURITY ~ WIFI ~ SENSORS OUTPUTS EMAIL SMS  ALARMS SNMP  TIME PORTAL  SYSTEM

1.31

Basic Info

Device Name WLD2 5905-10A1

Time 13:49:17

Date 14.02.2020

Sensors

state current value
® Water 501 0 - Normal WLD
Water 502 0 - Normal WLD

Water 503 0 - Normal WLD

© ® ®

Water 504 2 - Disconn. WLD

Base Information
Device Name - the device name serves to distinguish specific devices in larger

installations. Can be set in the General Setup tab.

Time - current device time. The time can be set automatically from the internet or
manually in the Time tab. In the case of automatic setting, the correct value is the
indicator of device access to the internet.

Date - current device date. The date can be set automatically from the internet or
manually in the Time tab. In the case of automatic setting, the correct value is the
indicator of device access to the internet.

Sensors
Lists the current values of sensors.

State - input or sensor state.

Normal - idle state, all normal.

Disconnect - the sensing cable is disconnected or damaged.
Flooded - liquid was detected.

Name - sensor name for better identification in larger systems. The name can be
set in the

Sensors or Digital Input tab.

Current Value - current value including unit of measure.
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General Setup tab

HIDSTS

O wLb2

HOME GENERAL SETUP SECURITY WIFI SENSORS OUTPUTS EMAIL SMS ALARMS SNMP TIME PORTAL SYSTEM

1.3

Device Name WLD2 5905-10A1 0 to 32 characters

WLD2: For more information try <a href="ATTp://www.nw-group.cCom’>ww.nw—
"""" Info Text group.com</a>
WWW Update period 1 [s] Automatic update period in seconds. 0=> disabled
Periodic restart off ~ Periodic restart time
Periodic status ] [H] Status info period in hours. 0=> disabled
Periodic status target
Network
name value description
DHCP DHCP Enable/Disable
IP Address 192.168.101.148 ABCD
Network Mask 255.255.252.0 ABCD
Gateway 192.168.100.1 ABCD
DNS Primary 192.168.100.237 ABCD
DNS Secondary 192.168.100.28 ABCD
HTTP Port 80 Default 80
HTTPS Port 443 Default 443. See https settings at Security page
description
e : Admin username/password for device configuration changes
ST Ji [0 to 16 characters]

General
Device Name - device name (WLD2), allow you to distinguish individual the device in

the network.
WWW Info Text - text at the foot of the website.

Temperature Unit - unit for displaying temperature. You can choose between Celsius
/ Fahrenheit / Kelvin. The Safe Range values will automatically be converted based on
this option.

Periodic Restart - function to improve device stability in exposed networks allowing
regular automatic restart of the device.

Network
Only the cable connection parameters (RJ-45) are set here. Wireless connection
parameters are set in the WiFi tab.

DHCP - permits the function of IP address setting by the DHCP server, if available.
Enabling or disabling DHCP depends on the needs of the user and network
administrator.

IP Address - IP address of the device, allocated by the network administrator.
Network Mask - network mask, allocated by the network administrator.

Gateway - IP address of the default gateway, allocated by the network administrator.
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DNS Primary / DNS Secondary - IP address of the DNS server, allocated by the
network administrator.

HTTP Port - port number on which the built-in WWW server tunes in. A change of
port number is suitable e.g. for multiple devices accessible from the external network
via a router. Consult the network administrator about potential changes. The default
port is 80. You can turn off HTTP support by setting the port value to 0.

HTTPS Port - the port number on which the embedded Web server listens for the
secure HTTPS connection. Changing the port number is appropriate, for example, for
multiple devices accesses from the external network via the router. Contact your
network administrator for any change. The default port is 443. You can turn off HTTPS
support by setting the port value to 0.

Device Admin
Username / Password - username and password to secure access to the device.
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Security tab

HTTPS Server Certificate files
type: sslcert

Browse.. | No file selected. Upload

Browse... | No file selected. Upload

CA centficate fle, ext. * pem

Browse... | No file selected. Upload

HTTPS Server Certificate files

Used to manage certificates needed for the HTTPS server. Allows you to upload or
delete a public key, a private key, or a certificate of the certificate authority (CA) that
has issued the public key certificate.

Generate the SSL key and certificate

Generate a private SSL key and self-signed certificate for closed networks or testing
purposes. The generated certificate is self-signed and will be displayed as untrusted.
Please add the certificate to the list of exceptions or use a certificate signed by a trusted
certification authority. Please note that the generated data will replace the
SSLCertificateFile and the SSLCertificateKeyFile. Generating the key can take up to 10
minutes. Do not restart the device and do not search for sensors. Otherwise, the key
generation will be interrupted.

WiFi tab

When WiFi is off, only the enable option is shown:

HIWESS

OwLp2

HOME GENERAL SETUP  SECURITY SENSORS  OUTPUTS EMAIL SMS ALARMS SNMP TIME PORTAL  SYSTEM

Wi Enable 0 Enable/Disabie
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All the options are available after enabling:

OWwLD2 g

GENERALSETUP  SECURTY WFI SENSORS OUTPUTS EMAL SMS ALARMS SNMP TME PORTAL  SYSTEM

WiFi Info
ViFi modem stas Connecting

WiFi modem state
Disable - WiFi is disabled.

Wait for power on - waits for WiFi module when power on.
Init - initializing of WiFi module.

Connecting - connecting.

SSID check - SSID check.

Connected - connected to selected WiFi network.
Network WiFi scan - scan of available WiFi networks.

Wait for scan - waits for Network WiFi scan.

Information
Current SSID - current name of the network to which the device is connected. If the
parameter is missing, the device is not connected to any WiFi network.

Current BSSID - current identifier of the WiFi network connection point. If the
parameter is missing, the device is not connected to any WiFi network.

Current RSSI - relative strength of signal input. The higher the RSSI, the stronger
the signal.

Signal Quality - strength of WiFi signal in % with graphic indicator.

Current Channel - WiFi channel on which the device communicates. If the parameter
is missing, the device is not connected to any WiFi network.
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WiFi Setup
WiFi Enable - enable or disable WiFi. By standard, the wireless interface is disabled.
Device restart follows enabling.

SSID - name of the WiFi network to which should be the device connected. If you do
not know your network name, use the Scan AP function at the bottom of the page.

Password - secured network password. If you do not know it, contact your network
administrator.

BSSID - identifier of the WiFi network connection point (MAC address of the
connection point). Optional data.

Network
WiFi network parameters. Only the wireless interface is set here.

Cable Ethernet (RJ-45) is set in the General Setup tab.

DHCP - permits the function of IP address setting by the DHCP server, if available.
Enabling or disabling DHCP depends on the needs of the user and network
administrator.

IP Address - IP address of the device, allocated by the network administrator.
Network Mask - network mask, allocated by the network administrator.
Gateway - IP address of default gateway, allocated by the network administrator.

DNS Primary / DNS Secondary - IP address of the DNS server, allocated by the
network administrator.

WiFi Scan List
SSID - name of found WiFi network.

BSSID - connection point identifier (MAC address).
Channel - WiFi channel on which the connection point operates.
Security - type of secured WiFi communication.

Signal - signal level in DB. The higher the value, the better. WARNING, -60 is more
than -90! The highlighted row indicates the currently connected AP.

Connecting to find WiFi

Click on the SSID of the found network to prefill WiFi setting and just enter the
Password. The BSSID remains empty. Standard setting. Reconnect automatically if AP
is changed.

Clicking on BSSID will prefill not only the network name (SSID), but also the MAC
address of the specific AP (BSSID). The device then connects to this AP and will not try
to reconnect in the case of aggregated networks.
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Scan API

Netwo ABCD
ABCD
192.168.0.1 aBCD

ondary 0000 ABCD

Wifi Scan List

Scan AP

1 WPAZPSK
e 1 WPA2 PSK

6 WPAZ PSK

6 wPAzPSK A

1 WPAZ PSK

1 WPAZ PSK

1 wPA2PSK S

3 weazPsk  [EENE

" WPAZ PSK

" weazPsk (I
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Sensors tab

If you are not using all 4 WLD inputs, you need to uncheck the unused ones from

interface to prevent them from reporting a disconnected status from the start.
One WLD sensing cable:

O wLbp2 i

1,59

HOME GENERALSETUP  SECURITY WIFI SENSORS OUTPUTS EMAIL SMS ALARMS SNMP TIME PORTAL  SYSTEM

Sensor list

501

Water 501

Nors: Nor ~ O
502 Water 502 None None v o
503 | Water 503 None Hon ~ O
@ 504 Wewrsod | 0 - Normal WLD None | Mon ~|

Four WLD sensing cables:

O wLb2 L

HOME GENERALSETUP SECURTY WIFI SENSORS OUTPUTS EMAIL SMS ALARMS SNMP TIME PORTAL  SYSTEM

One flooded WLD sensing cables:

O wLb2 He

1.6.9
HOME  GENERAL SETUP  SECURITY WIFI SENSORS OUTPUTS EMAIL SMS ALARMS SNMP TIME PORTAL  SYSTEM

Sensaor list

NAME CURRENT VALUE ALARM TARGET ARM TRIGGER DELAY [8]  VIRTUAL OUTPUTS ENABLED
® 501 Water 501 None v~ O Mone ~ O

® 502 Water 502 | Mone

508 Water 503 |

@ 504 Water 504 1 - Flooded WLD Mone v O Mone v

HW-group.com

the

29 / 65



Sensors tab description:
State - sensor state is signaled for each WLD zone independently.

@ Normal - idle state, all normal.

® Disconnect - the sensing cable is disconnected or damaged.
® Flooded - liquid was detected.

ID - sensor ID identical to ID in Poseidon2 and WLD2 units.

Name - sensor name for better identification in larger systems. The name can be
set in the

Current Value - current value including unit of measure.

Alarm Target - specifies the targets for alarm alerts (SMS + E-mail). Target
recipients are defined at the Alarms tab. The drop-down menu allows selecting an
existing set of targets or creating a new one.

Alarm Trigger Delay [s] - delays the alarm start alert by a specified time.

Virtual Outputs - remote output that is switched (closed) whenever a liquid is
detected, or the sensing cable is disconnected. Configured at the Outputs tab.

Outputs tab

Defines the parameters of up to 4 remote outputs, usually relays (on Damocles2 or
Poseidon2 units).

O wLb2 M

1.5.9
HOME  GENERALSETUP  SECURITY  WIFI SENSORS OUTPUTS EMAIL SMS ALARMS SNMP TIME PORTAL  SYSTEM

Virtual Output List

ENABLED NAME VALUE TARGET ADDRESS PORT REMOTEID  AUTHENTICATION TEST

O Virtual Qutput 1151 0(OFF) 80 0 Username Password
O Virtual Qutput 1152 0(QFF) 80 0 Username Password
O Virtual Output 1153 0(OFF) 80 0 Usemame Password

m] Virtual Output 1154 0(OFF) 192.168.101.62 80 504 Usemame Password

Save
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Virtual Output List
Name - name of the output. Shown at the Sensors page in the Virtual Outputs

column.

Value - current state of the output.

Target address - IP address of the device with the controlled output.

Port - TCP port where the device with the controlled output listens (usually 80).
Remote ID - ID of the controlled output at the remote device.

Authentication - username and passphrase for controlling the outputs, if set at the
device.

Test on and Test off - for testing the settings.

E-mail tab

Sending alert via SMTP server
Note that SMTP server reliability is not guaranteed in the long term due to potential

outages, blacklisting, or configuration changes. For long-term reliable solutions of
email alerts, SMS and phone calls, the SensDesk technology portal is recommended.
If you want to receive email alarms, you need to add your email to the ALARMS tab,
and they will then start arriving.

OwLbp2

ENERAL SET! URTY WIFl SENSORS  OUTPUTS

rrrrrrr

nnnnnnnnnnnnnnnnn

E-mail Settings
SMTP Server - 1P address or domain address of the SMTP server.

SMTP Port - port number on which the e-mail server tunes in - 25 by standard.

Authentication - enable authentication; check if the SMTP server requires
authentication.

Secure TLS mode - check if the SMTP server requires secure communication via
SSL/TLS.
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Username - username for SMTP server authentication. If the Authentication field is
not checked, the content of this field is irrelevant.

Password - password for SMTP server authentication. If the Authentication field is not
checked, the content of this field is irrelevant.

Importance - sets priority of the e-mail message. Important for filtering and further
processing of alarm messages.

FROM - sender’s e-mail address, i.e. of the device. The address may be required by
the SMTP servers and can be used to identify the device or to filter and further process
alarm messages.

Subject of e-mail - the field content can be used to identify the device, or for filtering
and further processing of alarm messages.

Email Test Log
In this section, the SMTP server settings can be tested. Click Test Email to send a test

e-mail to the specified Email address. The Debug log window shows communication
with the SMTP server.

For reliable long-term email alerts, SMS, and phone call notifications, we reiterate
that the SensDesk Technology portal is the recommended solution.
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SMS tab

Remote SMS gateway

Ring + SMS

(=h R

TN

WLD
Water Leak
Detectio

a4 SMS
I%I "l.n

SMS alert and phone calls can be sent via an external device SMS-GW3 (GSM/LTE)
gateway. It is a central gateway that allows HWg devices to send SMS and make voice
calls alerts.

HOME  GENSRALSETUP  SECURS WFl  SENSORS  OUTPUTS  EMA

Enable - turns on the SMS sending function. For sending, the SMS alarm action must
be set at the sensor or input.

SMS Gateway Address - IP address where "HWg-SMS-GW3” is located through
which the device will send SMS. It can be set including service - typically /service.xml

Port - the TCP port on which the gateway listens.
Username - username for authorization in SMS GW.
Password - password for authorization in SMS GW.

SMS + Ring When Alarm - enables sending a SMS and then dialing the number.
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SMS Test Log
In this section, the SMS gateway settings can be tested.

Test SMS - sends a test text message to the specified Phone number.
Test Call - dials the specified Phone number.

Debug log window - shows the communication with the SMS gateway

Set SMS messages from SMS-GW3 device
= In the Alarms tab, set the alarm reminder period and enter phone numbers in the
SMS list. Select the CALL checkbox for calls. Then press the SAVE button.

OwLbp2 o

1589

HOME  GENERAL SETUP  SECURITY  WIFI  SENSORS  OUTPUTS  EMAIL  SMSQJ ALARIMS JSNMP TIME  PORTAL  SYSTEM

Alarms Settings

NAME VALLI DESCRIPTION

=minde [Mir] ¥ any alam lasts longer than this interval, the alarm
Alarms reminder period [1 | message will be rsend to specifiad target. Every X minutes.

AAM FEMINMET Target | Defas 1«

+
Alarm Targel: LEATE]

EMAILADDRESS

| axample@hwy o

Email list

| sxamplehwy.cz

|
[ sxample@img.cz |
|
|

[axamplegtmg o=

PHONE NUMBER

[Fizzaseramzy ] o
SMS list | 1129603603503 | O

[+az0603603603 | o

[+42ne03602603 | o

m  Copy an IP address of the SMS-GW3 from its web interface.

Eva HWg-SMS-GW3 GENERAL SETUP
e Base

Device Name: Eva HWg-SMS-GW3 0 to 16 characters
Www Info Text:
Home
Network Setup
SMS Queue
DHCP DHCP Enable/Disable
General Setup 1P Address: 192.168.103.85 AB.C.D
Time Network Mask: 255255 252.0 A.B.C.D
Gateway: 192.168.100.1 A.B.C.D
s el DNS Primary: 192.168.100 237 AB.CD
SNMP DNS Secondary: 192.168.100.28 AB.C.D
HTTP Port: Default 80
System

WWW Security:

Apply Changes Usemame: Username and password for device

[ configuration [0 to 16 characters]

NetGSM (SOAP) security:

Username: Username and password for NetGSM (SOAP)

fegs i protocol - SMS and ringout sending
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=  Then enter it into the SMS Gateway Address field in the SMS tab of the WLD2 web
interface, then click the Save button.

O wLb2

HOME  GENERAL SETUP  SECURITY  WIFI SENSORS  OUTPUTS EMAIL | sSMS JALARMS SNMP  TIME PORTAL SYSTEM

HLW73group

1.5.9

Remote SMS gateway

NAME VALUE DESCRIPTION

Enable Enable/Disable

SMS Gateway Address ‘ 192.168.103.85 | IP Address or DNS Name
Port Default 80

Username ‘ ‘

Password ‘ ‘

Save

= Fill in SIM Card Pin, Tel Number, Text and press Apply Changes in GSM-Modem
tab of SMS-GW3 web interface. Then press Restart button.

Please Restart

Information

Metwork Registration: Unknown
Signal Quality: Not known or not detectable
Operator Name:
SMS Queue SMS Service Center Address:
Number of SMS:

Number of failures SMS:

Number of Ringout:

General Setup

Number of failures Ringout:

GSM Modem
Configuration

SIM card PIN Status: Please enter a valid PIN PIN managemant

SIM Card Pin:  [PkE! PIN number [4 to 8 characters]

Allow users to send SMS even when home
network is not available

Apply Changes SMS http GET Enable: : Enable http GET API

Manual Network: Manual Set Network enable/disable

Roaming Enable:

Test SMS

RGN TV E=T o +123456789123
Send SMS Test

Test text
Ringout Test
:
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= In SMS tab of WLD2 web interface set phone number and try to test it by pressing
Test SMS button.

HIDTE

159

O wLp2

HOME  GENERAL SETUP  SECURITY  WIFI  SENSORS OUTPUTS  EMAIL | SMS J ALARMS  SNMP  TIME PORTAL  SYSTEM

Remote SMS gateway

HAME VALUE DESCRIPTION

Enatile Enable/Disable

SMS Gateway Address | 192 168.103.85 1P Address or DNS Name
Port Default 80

Usemame | |

Password | |

Save

SMS Test Log

Phone number +123456789123 Phone number for testing

Phone Number: #123456789123

SMS Message:

<txml version="1.8" encoding="utf-5"2<soapenv:Envelope
xmlng:soapeny="http: //schemss. xalsoap.org/ sonp/ envelope /=

xmlns;:pos="poseidonService.xsd"> <soapenviHeader/ > <soapenv: Body><pos : QueueAdds

<QueverGembut < /Quéue > <0im><Cmd »SHS L [ Cmd > <Hmr > 41 23456785123 /Hmr > < Text > EVA WLD2 S586-

7288: TEST. This is a test message.</Texts</Gsmr</pos:Queueidd»</soapenv:Body>

</soapenv:Envelopes Debuig log window:

Connecting to 5M5 Gateway, 192.168.103.85 ...
Http result: 9@ Ok

QueusAddResponse: 1 Ok

Sending test SHS succeeded.

TestSMS | Test Call

= In GSM-Modem tab of SMS-GW3 web interface press Send SMS Test and check its
delivery.

GSM MoODEM

Information

Network Registration: Registered, home network
Signal Quality: -53 dBm (96 %)
Operator Name: T-Mobile CZ
SMS Service Center Address: +420603052000
Number of SMS: 27

Number of failures SMS: 0
Number of Ringout:

SMS Queue Number of failures Ringout: 0

General Setup
Configuration

L SIM card PIN Status: PIN managemant
GSM Modem SIM Card Pin: PIN number [4 to 8 characters]

Allow users to send SMS even when home
network is not available

SMS http GET Enable: Enable http GET API
Manual Network: Manual Set Network enable/disable

Roaming Enable:

Test SMS

BN (M G | +123456789123

Test text

Apply Changes

Send SMS Test
Ringout Test

7
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Alarms tab

Alarm targets are defined at this tab. Up to 2 sets of targets can be created; each set
can contain up to 2 addresses for e-mail alerts and 2 phone numbers for text
message alerts and calls. These sets are then assigned to individual sensors and
digital inputs. To create a set, click the + button at the Alarms tab, or select Add
new... when editing a sensor or a digital input.

0|0 o o

Alarm Target
Set of targets. For clarity, the set can be given a custom name.

Email list - e-mail addresses of alarm alert recipients. To send e-mails, the SMTP
server must be properly configured on the Email tab.

Email address - each field may contain only one e-mail address.

SMS list - phone numbers for text message alarm alerts. To send a message, the SMS
gateway must be properly configured at the SMS tab.

Phone number - each field may contain only one phone number.

Call - when checked, the phone number is dialed after the text message is sent (an
incoming text alone can be easy to overlook).
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SNMP tab

The SNMP tab sets the parameters for communication via SNMP protocol.

HIDTS
OwLb2 "

NERAL SETUP S WIFl  SENSORS OUTPUTS EMAL SMS  ALARMS " TME  PORTAL  SYSTEM

SNMP Settings
System Name - device name within SNMP.

System Location - device location within SNMP.
System Contact - contact of the device administrator within SNMP.

SNMP port - port number on which communication via SNMP is possible — 161 by
standard.

SNMP Access
Community - name of SNMP community for access to the device via SNMP. 2

communities can be defined. For each Community you can define whether it has
rights for:

Read
Write
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Show OID keys table

This function writes up the entire tree of variables with indication of the entire
SNMP OID and explanations of the type of variable. For connecting the device to
third-party monitoring systems, there is also an MIC file under the Download MIB file

link.

OwLb2

HIWTeS

HOME  GENERAL SETUP  SECURITY

WIFI

MA

MAL  SMS

TIME  PORTAL

136121110

136121120

136121130

136121140

136121150

136121160

136121170

136.1412179%6.454.1.11

1361412179%6454112

1361412179%454113

136.14.12179%.454.1.14

1361412179%6454121

1361412179%6.454122

13614.1.21796.454.123

1361412179454 124

13614.1.2179%.454.131

13614.121796.454132

1361412179%6454133

13614.12179454134

1361412179%.454.141

1361412179454 142

13614.12179.454.143

1361412179454 144

1361412179%6454151

13614.1.21796.454.152

1361412179454 153

1361412179454 154

1361412179%6.454161

1361412179454 162

13614121796454163

13614121796.454164

1361412179%4570.1.0

WLD2 5905-10A1

136141217949,

87109800

wLn2

WLD2 5905-10A1

4

Water 501

Water 502

Water 503

Water 504

1

1

1

1

27F5010000000008

27FE010000000051

27F7010000000066

27FB010000000042

501

502

2

00:0A59.0510:A1

System Description

System ObjectlD

System UpTime

System Contact

System Name

System Location

System Senices

1

2

System MAC address

Sensor Index

Sensor Index

Sensor Index

Sensor Index

Sensor Name.

Sensor Name.

Sensor Name

Sensor Name

Sensor State

Sensor State

Sensor State

Sensor State

Sensor SN

Sensor SN

Sensor SN

Sensor SN

Sensor ID

Sensor ID

Sensor ID

Sensor ID

Sensor Value

Sensor Value

Sensor Value

Sensor Value

data type

string RO
objd RO
timaticks RO
string RO
stiing RO
string RO
integer RO
integer RO
intager RO
integer RO
integer RO
string RO
string RO
stiing RO
string RO
integer RO
intager RO
integer RO
intager RO
string RO
string RO
stiing RO
string RO
integer RO
intager RO
intager RO
intager RO
integer RO
intager RO
integer RO
intager RO
string RO
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Time tab

The system time and parameters of optional automatic synchronization via time
servers are sent in the Time tab.

HIW5wS

O wLb2

Synchronize

SNTP Settings
SNTP Server - IP address or domain address of the time synchronization server;

default time. nist.gov.

Time Zone - setting of the time zone based on the device location. Serves to set the
correct system time. Required for correct recording of measured values.

Summertime - enable summertime. Serves to set the correct system time. Required
for correct recording of measured values.

Interval - interval of time synchronization with the server.

Time Settings
The Time Setup section enables you to fill in the current date and time manually, if

synchronization with the time server cannot be used.

SNTP Log
The Sync button serves to perform instant synchronization with the time server. It

can also be used to test settings.
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Portal tab

The device can be connected to the SensDesk Technology based portal. Default portal
is HWg-cloud.com provided for free by HW group.

In this tab you set parameters for sending data to a remote portal via HWg-PUSH
protocol. More about the protocol or portal(s) is available on the website www.HW-
group.com or in the Portals (SensDesk Technology Based) separate chapter

below.

O wLp2

HIDETS

HOME ~ GENERALSETUP  SECURITY ~WIFI SENSORS  OUTPUTS

EMAL SMS ALARMS SNMP TIME PORTAL  SYSTEM

Portal Message
Wo-cioud: “Check sensor aniine (2022-05-26 072602 UTC

Portal settings

NANE

IP Address or DNS Name

Default 80

501 Water Fioor 1 wLD

502 Water Floor 2 wLD

503 water Rack A wLD

504 Water Rack B wLD

CURRENT VALUE

0 - Normal WLD 1.0

1-Flooded WLD 1.0

0 - Normal WLD 1.0

2-Disconn. WLD 10

Portal Message

[seconds]
[seconds]
[seconds]
[seconds]

[soconds)

Manual Push

Feedback from the portal containing e.g. links to graphs, etc. It depends on the portal

type.

Portal settings
Portal - enables or disables this function.

Server address - complete URL of the remote server. Connection to the HWg-

cloud.com is pre-set in the device.

IP Port - port which the portal tunes in to.

Team - name of the Team to which the device should be assigned.

Team Password - password of the Team to which the device should be assigned.

HW-group.com
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AutoPush settings

Sets the behavior of the AutoPush function for individual sensors. The function
accelerates the sending of information about fluctuating values to the portal. When
the measured sensor value changes since last communication with the portal by more
than the defined value, the device connects to the portal again and sends the new
value.

What is AutoPush

AutoPush - By default, the device sends data to the portal at a fixed interval defined
by the relevant portal (in the case of the HWg-cloud.com portal, once every 15
minutes) and the user cannot change this value. A special case is the start and end of
Alarms, when extraordinary sending will occur. AutoPush serves for the extraordinary
sending of values also whenever the sensor value changes by more than the defined
AutoPush value.

This concerns only the setting of communication between the device and the online
portal. The values of local alarms are set in the portal.

Portal Debug Log
For debugging only. Event counters + Debug window for sending data to the portal.

Push Period - period of sending data to the remote portal. The period is determined
by the portal and cannot be changed by the user.

Log Period - period of storing data for the portal in the cache. The period is
determined by the portal and cannot be changed by the user.

Current Push Timer - timer indicating the time remaining until sending data to the
portal.

Current Log Timer - timer indicating the time remaining until saving the data for
the portal in the cache.

AutoPush Block Timer - time of incidents for AutoPush. If the permitted number of
incidents for one Push period is exceeded, the AutoPush function will be blocked.

Retransmit number - counts the number of invalid Push attempts.

Manual Push - button for instant sending of data to the porta
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System tab

Con oo )

Download

Backup configuration - configuration backup in BIN format. Click on the link to
save the current device configuration after its final settings for potential restore
purposes.

Online setup in XML - configuration backup in XML format. Click on the link to save
the current device configuration after its final settings for potential restore purposes.

Online values in XML - current values in XML format. Click on the link to save the
current device configuration after its final settings for potential restore purposes.

SNMP MIB Table - SNMP MIB file. MIB file address containing the definition of SNMP
variables.

OID keys table - the function will draw up the entire tree of variables with indication
of the entire SNMP OID and explanations of the variable type.

TXT list of common SNMP OIDs - overview of most important OID from the MIB
table.

System
Product Name - device name (type).

Serial Number - device serial nhumber.

Eth MAC Address - MAC address of device for cable connection.

WiFi STA MAC Address - MAC address of device for WiFi connection.

Version - firmware version. Serves for diagnostic purposes when solving problems.
Build - serves for diagnostic purposes when solving problems.

Compile time - firmware compile time. Serves for diagnostic purposes when solving
problems.
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Up Time - runtime of the device since last switching on or restart. Serves for
diagnostic purposes when solving problems.

Demo mode - active demo mode prevents any changes in your device configuration.
In this mode, users can browse and view all the web interface pages, but they are not
allowed to change any values. A device with this setting can be placed on the public
internet with no risk of changes in its configuration.

Read available version - lists the latest version of firmware on the HW group
update server.

Start Network Upgrade - launches a firmware upgrade from the HW group update
server.

Upload Firmware or Configuration - install newer firmware or configuration files
to the device. Restore configuration may not work if there is too large a difference in
firmware versions.

Factory Default
Restores factory settings. The default IP address is 192.168.10.20 and the username
and password are not defined.

System Restart
Restarts the device.
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Firmware upgrade for WLD2 units.

Open the device web interface in the System tab.

The System section contains items to identify and download the current FW version.

Read available version - serves to identify and display the current firmware version
on the update server. Clock on the Read available version link.

Start Network Upgrade - serves to upgrade firmware to the device. The download
progress is displayed while upgrading. Click on the Start Network Upgrade link.

System

NAME

Product Name:

Serial Number:

Eth MAC Address:
Wifi STA MAC Address
Version:

Build:

Compile time:

Up Time:

Demo Mode:

Network Upgrade

Upload Firmware or Configuration:

VALUE

WLD2

6007171085
00:0A:59:06:72:BB
00:0A:59:06:72:BC
159

2478

Jul 4 2024, 09:08:20
29[s]

Demo Mode

Read available version:—

Start Network Upgrade:—

Vybrat soubor | Soubor nevybrén

Upload

After the upgrade, the user is requested to restart the device manually by pressing
the Restart button. The device will not restart automatically; it must be
restarted manually. Check the firmware version after the restart.

System

NAME

Product Name
Serial Number.
Eth MAC Address:

Wifi STA MAC Address.
e

VALUE

STE212

60069911125

00:0A:59:06.65:B1

00:0A 59:06.65:82

Version

159

Build
Compile time
Up Time:

Demo Mode:

Network Upgrade

Upload Firmware or Configuration:

Factory reset

2478

Jul 4 2024, 09°:08:20
3443507 [s]

Demo Mode

Read available version:—
Start Network Upgrade:—

Vybrat soubor | Soubor nevybran

Upload

HW-group.com

45 / 65



Remote Monitoring Ecosystem /ﬂm

HWg RME (Remote Monitoring Ecosystem) is a complete B

Remote
Monitoring
Ecosystem

/

approach for designing long-term reliable remote monitoring systems
using HWg components, including sensors, LAN/LTE devices, cloud or |
on-premise services, and mobile applications.

The system may or may not use a cloud portal or SMS/Call alerts, but it is designed
to be easy to install, centrally managed, and maintainable over time.

The key benefit of HWg RME is long-term reliability: a monitoring system designed
according to HWg RME principles helps customers react to critical situations even
years after installation, while simplifying multi-site management, alarm settings,
notifications, user rights, and reducing the need for manual checks and service
interventions.

Central SMS gateway for alerting

SMS-GW is a central gateway that allows HW group devices to
send SMS and Call alerts to selected phone numbers.

Insert a SIM card from your local mobile operator into the
SMS-GW device. Once configured, it can work as a central

SMS gateway for all compatible HW group devices in the same
LAN. Multiple devices can use one SMS-GW to send alarm alerts
by SMS or voice call to different recipients.

= SMS-GW3 (GSM/2G)
= SMS-GWS3 LTE

The Portal

Each HW group device can be connected to a portal based on SensDesk Technology,
developed and maintained by HW group. The portal is recommended for long-term
reliable alerting, device availability monitoring, central firmware management, alert
escalation, reporting, and remote device management.

Main benefits of using the portal:
= Central management of alarms from multiple devices
= Device Invalid Alert when a device is disconnected
m Alert history, graphs, multigraphs, and PDF reports
= Email, SMS, and Call alert escalation

= User and team management
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= Open API and data export to third-party systems

m» Central dashboard with filtering by site, device, or sensor

www.SensDesk.com
The SensDesk.com is a paid online portal service from HW group.

= Email, SMS, and Call alerts

. . -
= Device Invalid Alerts SensD:skcom

Graphs, reports, and Open API

< —

XML, SNMP, and JSON data access
Mobile app support

Multi-user accounts

Up to 2 years of data historyof data history

www.HWg-cloud.com
The HWg-cloud.com is a limited free online portal service from HW group.

= Reliable email alerting without using public SMTP servers

= Device Invalid Alerts A\HW,
- CLoUuD
» Limited number of devices per user account

Third-party Portals
You can also use your own public or private portal based on SensDesk Technology.

m  SaaS or On-premises (Virtual appliance)

= Custom business model with selected paid services QY

=  Own branding and service structure, depending on the portal

operator) e —

aaS / On-premise
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Why connect WLD2 to the Portal?

Reliable alerting

Public SMTP servers are not a reliable solution for long-term alerting. Services such as
Gmail, Yahoo, or GMX are designed for personal email use, not continuous system
monitoring. Security policy changes, rate limits, and authentication updates may
interrupt automatic email delivery. Portal-based notifications provide a more stable
solution.

Device Invalid Alert
The portal can automatically send an email notification if the WLD2 device is
disconnected from the network.

Remote access

The portal provides web-based remote access to the WLD2 device status. Where
supported, it can also be used for remote output control or restarting connected
technology.

Centralized alert management

The portal enables centralized management of alerts from one interface. Instead of
configuring alert settings separately on each device, users can manage alerts,
recipients, escalation rules, and user rights centrally. This is especially useful when
personnel changes occur, because alerting can be updated without reconfiguring
every device individually.
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HWg Monitor: Mobile App for Displaying Current Sensor Values

The HWg Monitor is a unique mobile application for
Android and iOS that displays current values from v
sensors, inputs, and outputs.

It can display values not only from SensDesk
Technology portals, but also directly from
connected HW group monitoring devices over WiFi
or Ethernet.

The current iOS version of the application also
supports discovery of the WLD2 device on the local
network using the HWg Device Discovery feature.

Note: HWg Monitor does not support the free HWg-cloud portal

1408 - W ® =l

The HWg Monitor application allows users to periodically retrieve

= Sensors o =

values from one or more devices from the WLD2, Perseus, STE2,
Poseidon2, Damocles2, PWR, and other HW group product
families. It can also periodically download and display values from i e

23.7 100 100
HW group cloud servers. o | s | e

2 1 Normal

100 100 0

For each data source, such as a device or a portal from the s e
SensDesk Technology family, a custom data refresh interval can
be configured. The application also allows users to easily sort

sensors by device or select preferred sensors for priority display.

Ch3 Normal [eEaglelelel=]
0 1l
WLD WLD

Current Current Current
0.503 4.712 4.072

The software downloads and displays data at user-defined ey e =
intervals, including status indication with colour coding according ‘ ‘
to the severity of the condition. Red means that the sensor is in

Alarm state. Yellow means that the sensor is in Disconnected state.

HWg Monitor can also remotely control outputs on directly connected Perseus,
Poseidon2, and Damocles2 units. Remote output control is not available for units
connected via a SensDesk Technology portal
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Specifics of selected SensDesk Technology portals

The HWg Monitor application can work with all portals from the
SensDesk Technology family. However, not every portal has to
support this application.

Support depends on whether the XML API is enabled on the
portal. This feature can be enabled or disabled by the portal
operator.

The HWg-cloud.com portal has this support disabled. XML API
support is available only in the paid version of SensDesk.com.

Portals operated by other providers may have different settings.

Therefore, please contact your portal operator to confirm
application support.

Devices

STE Plus Prague @

HWg-STE Prague Online [

Poseidon2 3268 Online Prague &

IP-Watchdog2 &

Poseidon2 4002 Demo Rack &

HW-group.com
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How to connect WLD2 to the HWg-cloud.com portal

= Create a user account on HWg-cloud. If you already have one, enter your login
details, and log in. If you do not have an HWg-cloud account yet, click the
'Register' button to display the registration form.

= After logging in or registering in your HWg-cloud account, click on the person icon,
then select the 'My Team' option.

= On this page, in the portal tab Settings, you will find all the entries required to
configure the WLD2 web interface.

es
9
A H I_IJ Adopt device @ ‘ SUYTARIEE

W CLOoUD

Dashboards Devices Sensors Locations Device groups Multigraphs Settings
Home » Settings

Team for es

View Edit Audit trail
Gateway - None -
This is credential for your devices. Is Trial No
Portal URL http://hwg-cloud.com/portal.ph
pi/{hwg /p php Date of expiration - Empty -
Portal port 80 - PR
Action: E-mail limit - Empty -
Team es . .
Action: SMS limit 0 0 used
Team password TKD7TH . .
Action: SNMP trap limit 0 0 used

= On the Portal tab of the device interface choose the Enable Portal option and save
the changes using the Save button in the right bottom corner of the window.

Portal settings
NAME v DESCRIFTION

Portal Enable/Disable
Server Address hitp:fMwg-cloud.comiportal.php IP Address or DNS Name
P Port 80 | Default 80
Team (provided by portal) 23 |

Push device access parameters

Please have a look at My Team on Sensdesk
Team Password (provided by portal) | sseeeseenre -

AutoPush settings

CURRENT VALUE

501 Water 501 1.0
502 Water 502 10
503 Water 503 10
504 ‘Water 504 WLD 0 - Normal WLD 10
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m  Click the Manual Push button to activate the portal function.

Portal Debug Log

NAME

Push Period: 200
Log Period: 300
Current Push Timer: 5
Current Log Timer: 244
Current Check Timer 0
AutoPush Block Timer: 0
Retransmit number: 1

26.83.2025, 14:34:40
Push data start

rver address: http://hug-cloud.com/portal php
Push SUCCESS

DESCRIPTION
[seconds]
[seconds]
[seconds)
[seconds]
[seconds]

[seconds]

Manual Push

m Instead of Portal disabled, a link hwg-cloud.com: register your IP sensor should
appear in the Portal Message field. Click on this link to get to the portal.

OwLp2

HIWsrews

1.5.9

HOME  GENERALSETUP  SECURITY ~ WIFI ~ SENSORS

Portal Message

EMAIL SMS ALARMS SNMP TIME PORTAL  SYSTEM

HWg-cloud.com: Register your IP sensor and fill Team and Team Password comectly (2025-03-26 13:36:01 UTC).

Portal settings

NAME

Portal

Server Address

IP Port

Team (provided by portal)

Team Password (provided by portal)

DESCRIPTION

Portal Enable/Disable
1P Address or DNS Name

Default 80

Push device access parameters
Please have a look at My Team on Sensdesk

= The portal will open, and the device will be automatically assigned to your

account.

A\ HLW,

@ CLOUD
Dashboards Devices Sensors
e
Devices
Filter by Alias (contains)
Device type ¥  Family v
v EVA WLD2 5906-728B8

HW-group.com
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9
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Sort by
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WLD System

The most usable devices with the WLD sensing cable

Perseus 140

Perseus 155

WLD-Relay

You will find more information at the end of the manual.

Perseus 145

Perseus Energy 242

WLD2

WLD-ECHO

Perseus 150

Perseus Energy 285

HW-group.com
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WLD device family overview

PERSEUS PERSEUS WLD-
WLD2  NB-WLD - ,\ only  LAN & SIM ECHO
WLD ports (zones) 4 1 1 1 2
Max length of a sensing cable 185 m 60 m 185 m 185 m 185 m
Sensing cable type A B A B A, B A B A B
Location detection - - - - -
Ethernet YES - YES YES -
WiFi YES - - - -
Mobile (cellular) networks - NB-IoT - YES -
Web Interface ves | Portal YES YES -
only
SMS-GW (for alerting) YES - YES YES -
Portal (SensDesk Technology) YES YES YES YES -
VDO*, Some Some
Relay output alerts PVDO* | PVDO** YES
< models models
Email Alerts YES Portal YES YES -
only
SMS/Call alerts (Independent) - - - YES -
SMS/Call alerts(Portal/SMS- YES YES YES YES )
GW)
Alerts reminder ves | Portal | ves YES .
only
Alerts escalation Portal | Portal | ygg YES .
only only
Open API YES - YES YES -
*VDO - Virtual Digital Output
**PVDO - Portal Virtual Digital Output
WLD devices family
WLD Relay
The Sensor WLD Relay 1W-UNI can operate independently with a > N\

12V power supply as a relay output, or it can be used as a sensor
connected via 1-Wire UNI to any HW group device (STE2,
Poseidon, Ares etc.). The relay output signals both water detection and

sensing cable disconnection.

NB-WLD

NB-WLD is a remote monitoring detector with one WLD zone, an
internal battery, and NB-IoT (NarrowBand IoT) connectivity (SIM card l
included). NB-WLD must be connected to the SensDesk Technology- .«
based portal. .
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WLD2
WLD?2 is a standalone monitoring detector with four WLD zones,
Ethernet and WiFi connectivity, with PoE or external adapter power

supply.

WLD-ECHO

WLD-ECHO is a compact water leak detector for WLD-Sensing =
cables A/B (up to 185 m). This external sensing cable detects water e
along its entire length, and even a few drops trigger an alarm and

activate the relay output. Powered by 2 x AA batteries or 12 V DC.

Perseus Platform with a single WLD sensing cable input

Perseus 150 and 155

Perseus Monitoring 150 and 155 are complex 1U solutions for a
19” rack remote monitoring system. Connect external physical
sensors (°C, %RH, A, V) or detectors (relay / dry contact. 3rd
party meters (sensors) can also be connected via LAN or
Modbus/RTU.

Perseus 140 and 145

Perseus Monitoring 140 and 145 are solutions for remote
monitoring on site with LAN and LTE (only Perseus Monitoring
145). External sensors (up to 1000 variables) - RJ11 ports (1W-
UNI) or RS-485 (Modbus/RTU). Multiple DI / DO (relay) and a WLD
port.

Perseus Energy 242

Perseus Energy 242 is a LAN device in a metal case for
environmental monitoring of a site of any size and complexity. Up
to 100 external meters (and sensors) with 1000 values
(variables) can be connected.

Perseus Energy 285
Perseus Energy 285 is a DIN rail LAN and LTE solution for remote

energy monitoring and control applications with M-Bus Master. ';“g |=
o R

Connect external physical sensors (°C, %RH, A, V), detectors o Sl

(relay/dry contact) and 3rd party meters (sensors) can also be e e

connected via LAN or Modbus/RTU. ~
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WLD System

WLD System

4 independent
WLD zones

WLD zone 1 not used

WLD zone 2 - max. 185 m

WLD zone 3 - max. 185 m

WLD zone 4 - max. 185 m

WLD zone - max.80m (1) oL

Water flood
spot detection
in 1 point Flood
detector

WLD zone - max. 185 m

8 sensor

values

WLD zone max. 185 m -o
o

—

WLD zone max. 185 m -o
=i an WLD

e

2x WLD zone - max. 185 m

ak Detection (WLD) along the entire cable length

Terminator WLD sensing
& has to be at the zone 1
end of each WLD
sensing cable WLD sensing
zone 2

———>— WLD sensing
cable A/B WLD sensing

zone 3

Extension cable
(non-sensing)

wLD2

3 years subscription
NB-I0T SIM Included

NB-2x1Wire

3 years subscription
NB-I0T SIM Included

Perseus
Monitoring 150

Perseus
Monitoring 145

WLD-ECHO

Max. zone length = 185 m

HLWswe"

WLD sensing cable is long-term robust solution

B & 6

No bend limit No grip limit No twist limit No reuse limit
WLD sensing cable A/B Liquid detection WLD sensing Re-usable cable:
is not limited by any functionality is not cable A/B can be can be cleaned,
bending radius. Sensing limited by point twisted as any other dried and

cable can be knotted pressure within electrical cable. reinstalled.

and still works properly.  a reasonable range,

SR

Device
MGMT

al, <>

S senspesk SNMP) /XML
_ API
s

NB-2x0ut

3 years subscription
NE-I0T SIM Included

Spot water detecti

WLD sensing cable A

'WLD sensing cable B

Flood Detector (spot)

(60m for NB devices)

One WLD sensing zone = one alarm for whole zone

Low-cost water detector with
RJ11 interface. Water detection
in single spot only.

2m/10m/50m
Water detection along
the entire cable length.

2m/5m/10m/50m

Water detection along
the entire cable length.
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WLD-Sensing cable A accessories

WLD-Sensing cable A - Accessories

WLD-Sensing cable A
2m/10m/ 50m

Water is detected along the entire
length of the WLD sensing cable.

WLD-Cover Strip A 35 5m

Cover strip for WLD sensing cable A.

WLD-Poro Tape 5m

Adhesive tape with holes for
attaching WLD sensing cable.

WLD-Sensing cable B accessories

WLD-Extension cable AB 5m

Prolong non-sensitive cable 5m for
WLD type A and B.

-

WLD-Connecting cable AB 2m

2m cable for connecting the WLD
sensing cable with WLD zone input
on the device. Terminator included.

WLD-Sensing cable B - Accessories

e B

WLD-Sensing cable B
2m/5m/10m/50m

Water is detected along the entire
length of the WLD sensing cable.

WLD-Cover Strip B 30 5m
Cover strip for WLD sensing cable B.

WLD-Poro Tape 5m

Adhesive tape with holes for
attaching WLD sensing cable.

WLD-Extension cable AB 5m

Prolong non-sensitive cable 5m for
WLD type A and B.

o

WLD-Connecting cable AB 2m
2m cable for connecting the WLD
sensing cable with WLD zone input
on the device. Terminator included.
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Mounting accessories

DIN Rail box set

A mounting kit for installing HWg
devices to a DIN rail.

Mount plate D

Wall mount support

o®

N
Mount plate L DIN Rail Mount plate E- 1U
DIN Rail mount plate Rack (cabinet) mount plate
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Different Ways to Send SMS Alerts from the WLD System

Ring + SMS

=hR

TN
WLD WLD

Water Leak Zone
Detection, JDHE

WLD
Zone
input

WLD
Zone
input

TN
WLD

Water Leak

Detection,

Using an HWg-SMS-GW3 gateway &

Ring + SMS

=hR

TN
WLD

Water Leak
Detection

TN
WLD

Vgat'ert..eak N
letection, N
« SMs
Using a modem-equipped Perseus 53 &
family device L)
Ring + SMS

TN
WLD

.
Water Leak ’
Detectiol

=hR

Zone

input @ \ SensDesk

TN

WLD
Water Leak S
Detection, \~‘J SMS
Using the SensDesk technology- ‘
=<
based portal

HW-group.com

59/ 65



How to Design Water Leak Detection Systems

Detection Principle

The WLD system is designed to detect even a few drops of water as quickly as
possible.

The two most important design goals are:
1. Minimize the time between the first leak and alarm delivery
2. Avoid false alarms

The WLD system detects the presence of water along the sensing cable. It is not
intended to measure the height of the water level.

Installing the WLD Sensing Cable on the Floor

Install the WLD sensing cable around the perimeter of the room or around areas
where water may appear.

The cable should be slightly loose. A good rule is to use approximately 1.3 m of
cable for every 1 m of monitored distance. A zig-zag layout is recommended.

The sensing cable should be installed directly on the floor, ideally below other cables,
and fixed using J-clips, WLD-Poro Tape, or WLD-Cover Strip.

Installation recommendations
1) Avoid oily areas. Oil and dust can contaminate the cable and increase the

detection time.

2) Do not install the cable directly behind air-conditioning units. Keep at least 1 m
distance to avoid false alarms caused by humidity or condensation.

3) The WLD sensing cable Type A and Type B is mechanically durable and flexible.
However, avoid installation on vibrating parts.

4) The cable can be installed on metal floors. Use a cover strip or perforated tape
for mechanical fixing.

5) Install the cable away from foot traffic whenever possible. In walk-through
areas, protect the cable with a cover strip.

6) Use self-adhesive J-clips every 1 to 2 m. Additional clips may be needed in
corners or bends.

7) On porous concrete floors, the adhesive base of the J-clip may not hold reliably.
Use silicone or another non-conductive adhesive.

8) Always make sure that the sensing cable is installed directly on the floor, not
suspended above it.
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Installing the WLD Sensing Cable on Pipes

WLD sensing cables Type A and Type B absorb water and react quickly to a few
drops. For this reason, they are suitable for leak detection on pipes.

Vertical pipes
Wrap the WLD sensing cable around the pipe at an angle of 30-45°. Repeat the
angle along the pipe as needed.

Fix the cable using WLD-Poro Tape or cable ties every 0.9 to 1.5 m.

Horizontal pipes
Route the WLD sensing cable Type A or Type B along the lower side of the pipe.

Fix it with WLD-Poro Tape or cable ties every 0.5 to 1 m.

Note: If the cable is installed on chilled-water pipes, insulate the pipe after
installation. This helps reduce condensation and prevents false alarms.

Installing the WLD Sensing Cable on Stairs

Stairs are a typical path for water during flooding. They are important detection
points, especially at the top or bottom of staircases.

Recommended installation rules:

« The WLD sensing cable can be installed on the vertical edge of stairs if
protected by WLD-Cover Strip.

« The most critical point is the bottom of the staircase, where water from
upper floors usually collects.

o Do not install the cable too high above the floor. This may delay detection by
valuable seconds or minutes.

o If the cable is routed along the side wall of a staircase, keep it as close to the
floor as possible. Direct floor contact is preferred.

Installing the WLD Sensing Cable in an Elevator Shaft

In elevator shafts, the WLD sensing cable is usually installed in the elevator pit,
where water is most likely to collect.

Install the cable directly on the floor, ideally around the perimeter of the pit, so that it
can detect water running down the shaft walls.

The installation must avoid mechanical damage, collision with moving elevator parts,
and must allow easy service access.

Installation rules:

HW-group.com 61/ 65



« Do not install the WLD cable on elevator guide rails.
« Avoid oil collection areas.
o Route the cable exit from the shaft in a protective conduit along the wall.

o Install the WLD device outside the flood zone and outside the elevator shaft.

WLD System Design Rules

Correct design means: maximum coverage of risk areas + minimum detection
time + minimum false alarms

Zone design
Divide the monitored area into zones.

e« 1 WLD input = 1 WLD zone
e Standard maximum zone length: 200 m
e NB-WLD maximum zone length: 60 m

e Large areas should be divided into multiple zones for faster remote
identification of the leak area

WLD sensing Cable Topology

Required order: Device — Connecting Cable — Sensing Cable — optional
Extension Cable — Sensing Cable — Terminator

Rules:
o The terminator must always be installed at the end of the WLD zone.
o The terminator is included with the WLD Connecting Cable.
e« The WLD Location cable cannot be extended.

o Use extension cable only in areas where water detection is not required.

Cable Placement
Route the WLD sensing cable:
« around the perimeter of the room
e around racks, pipes, and other risk areas
o directly on the floor
e below other cabling

o preferably in a zig-zag pattern

Recommended ratio: 1.3 m of WLD sensing cable per 1 m of monitored distance
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WLD system Design Priorities

1. Minimize detection time
o Cover all areas where water may appear or flow.
e Avoid blind spots.
o Do not save cable length in critical areas.

2. Minimize false alarms
o Use correct cable placement.
e Avoid unsuitable environments.

o Protect the cable in walk-through areas.

Areas to Avoid
Avoid installing the WLD sensing cable:
« directly behind air-conditioning units — keep at least 1 m distance
e in oily or dusty areas
e on vibrating parts
e in condensation areas without insulation

o in oil collection areas, for example in elevator shafts
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Mechanical Installation
Recommended fixing methods:
e J-clips every 1-2 m
« WLD-Poro Tape
« WLD-Cover Strip in walk-through areas
For concrete floors, use silicone or another suitable non-conductive adhesive.

Always protect the cable in areas with foot traffic.

Alarm and Integration
The WLD system can be integrated with:

o Email alerts

o« SMS alerts

« Call alerts

e SensDesk Technology portal

o Relay outputs, for example to security systems
e BACnhet systems

« SNMP monitoring systems

o SNMP traps for IT monitoring systems

The goal is immediate alarm escalation within seconds or minutes and long-term
reliable alarm delivery, even many years after installation.
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